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AIs are everywhere
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Sometimes, AI doesn’t perform as expected
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Prompt: generate an image of extra firm handshake Vincent’s LinkedIn post series on AI Overview cringes



Why does the AI goalkeeper fail in the final scenario?
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https://docs.google.com/file/d/1z9UwVLFJc-rFAZJKzqEnzVeyG86_iBaV/preview


Naturally brittle
outside training domains

Susceptible to 
adversarial manipulation

Lacking certifications 
and usage guidelines

Current AI models limitation
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Also in Stanford AI Index 2025

https://hai.stanford.edu/ai-index/2025-ai-index-report
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https://hai.stanford.edu/ai-index/2025-ai-index-report

Are things 
better with AI?

About 50% 
people in 50% 
country agrees

… and increases

Perception change?



Moving line to ¾:

Top 4:
1. China
2. Indonesia
3. Thailand 
4. Saudi Arabia

https://hai.stanford.edu/ai-index/2025-ai-index-report

Are things 
better with AI?
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Have a great advantage, but …
we need to develop and deploy 
reliable AI 



AI failures are not so funny in safety-critical context
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In our experiments, we can replicate failures
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Crafted noise can make object detector misses a traffic light in image



Why does this keep happening?
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AI Validation & Verification (V&V) framework
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Given a bounded input, can we find all specification violations, if any?



An Idea: can we maximize constraint violation 
for neural net output?
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Deep neural net Formulate and solve 
using Simplex

Will work only if 
reformulated as MILP



Safety-critical failures

Reluplex: ReLU MILP reformulation + Simplex
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If the bounds are within safe region, then the model is provably safe.



Applications
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Aircraft collision avoidance
(ReLUplex)

Adversarial attack on 
self-driving vehicles
(alpha-CROWN)

Supply chain policies
(newsvendor CROWN)



One most common approach to ensure reliability is …

Verification & Validation (V&V)

Source: NASA Systems Engineering Handbook, Section 2.1.

https://soma.larc.nasa.gov/mmx/pdf_files/NASA-SP-2007-6105-Rev-1-Final-31Dec2007.pdf


One most common approach to ensure reliability is …
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Verification & Validation (V&V)
Are we building the product right?    Are we building the right product?

   Technical specifications       User requirements & needs



One most common approach to ensure reliability is …
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Verification & Validation (V&V)
Are we building the product right?    Are we building the right product?

AI AI

   Technical specifications       User requirements & needs
- accuracy
- efficiency
- robustness
- …

safety (as long as it does 
not harm users)
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My approach: AI V&V Lab at KFUPM

Other safety-critical initiatives/applications
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AI V&V research thrusts

1. Theoretical ML verification with insightful applications
(supply chain certification with neural net verifier)

2. Applied validation for rare-event robustness
(iterative rare-event data collection in self-driving cars)

3. Test-time monitoring for world models
(runtime monitoring for context-ambiguous LVLMs)



1. Neural-Net Verification for Applied ML Certification
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● Can we use NN verification for certification for supply chain cost certification?

Traditional approach 
isn’t integrated

Sequential verifier is 
too loose

Integrated/chained 
verifier is provably tighter



1. Neural-Net Verification for Applied ML Certification
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1. Neural-Net Verification for Applied ML Certification
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Bound tightness translates into Bullwhip Ratio 
(an important metric in supply chains)



2. Iterative Validation for Rare Events
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● Can we use the failure modes to generate samples and improve the agent?

Arief, Mansur, et al. "Importance Sampling-Guided Meta-Training for Intelligent Agents in Highly Interactive Environments." IEEE Robotics and Automation Letters (2024).



3. Runtime Monitoring for Semantic Ambiguity
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● During deployment, flag if tail events occur and use fallback strategies

Sinha, R., Elhafsi, A., Agia, C., Foutter, M., Schmerling, E., & Pavone, M. (2024). Real-time anomaly detection and reactive planning with large language models. arXiv preprint arXiv:2407.08735.
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Joint work with Stanford and CMU

Society of Automotive Engineers (SAE) J3259 ODD Taxonomy

Developing AI ODD for Safety Standards



AI Prompt Injection
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Let’s collaborate!
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Let’s collaborate!

Mansur Arief
ai-vnv.kfupm.io



Thank you for your time

Mansur M. Arief
mansur.arief@kfupm.edu.sa 
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