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Tesla Autopilot

https://en.wikipedia.org/wiki/Tesla_Autopilot


Is AI safe?
What do you think?
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We need to establish rigorous systems V&V
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Hospital A Hospital A

1. Collect and annotate 
training data 

2. Train the model 3. Test the model

P. Bandi, O. Geessink, et al. “From detection of individual metastases to classification of lymph node status at the 
patient level: the CAMELYON17 challenge.” IEEE Transactions on Medical Imaging, 38(2):550–560, 2018.

93%
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Hospital A Hospital B

93% 70%

Koh, Pang Wei, et al. "Wilds: A benchmark of in-the-wild distribution shifts." International Conference on Machine Learning. PMLR, 2021.

● Lighting
● Camera type
● Imaging procedure
● Patient demographics
● Disease trends over time
● Spurious correlations in the training data

What happened?

Distribution shifts happen all of the time 
and cause ML models to perform poorly
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Koh, Pang Wei, et al. "Wilds: A benchmark of in-the-wild distribution shifts." International Conference on Machine Learning. PMLR, 2021.

72%

54%
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https://docs.google.com/file/d/1z9UwVLFJc-rFAZJKzqEnzVeyG86_iBaV/preview


Why does this happen?
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Geirhos, Robert, et al. "Shortcut learning in deep neural 
networks." Nature Machine Intelligence 2.11 (2020): 665-673. 14
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Key Insight: Shortcut opportunities come from correlations in the 
data, and can sometimes be extremely subtle 

For example, ImageNet CNN Classifiers tend to be biased toward the texture of input

Geirhos, Robert, et al. "ImageNet-trained CNNs are biased towards texture; increasing shape bias improves 
accuracy and robustness." arXiv preprint arXiv:1811.12231 (2018).



What can we do about it?
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Data Augmentation
Promote invariance by manipulating the 
input without changing the output.

Improving Robustness

17

Model Architecture
Different model has different 
inductive biases

Train, Eval, Deploy Strategy
Be cognizant of deployment environment and unintended 
use cases. 
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18https://paperswithcode.com/sota/domain-generalization-on-imagenet-c
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Pig  90%

Goodfellow, Ian J., Jonathon Shlens, and Christian Szegedy. 
"Explaining and harnessing adversarial examples." arXiv 
preprint arXiv:1412.6572 (2014). 20
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To “train” ML model, we find model parameter that minimize our loss function

Use the parameter

    Pig 90%
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Adversaries do the opposite. Find delta input that maximize our loss function

Use the perturbed input

Airliner 90%Model Inputs (image)
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Airliner 90%+

Deep neural networks are especially susceptible to 
adversarial attacks, even without access to the model

Ilyas, Andrew, et al. "Black-box adversarial attacks with limited queries and information." International Conference on Machine Learning. PMLR, 2018. 23
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Eykholt, Kevin, et al. "Robust physical-world attacks on deep 
learning visual classification." Proceedings of the IEEE 
conference on computer vision and pattern recognition. 2018. 24



25Athalye, Anish, et al. "Synthesizing robust adversarial examples." International conference on machine learning. PMLR, 2018.

http://www.youtube.com/watch?v=qPxlhGSG0tc
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Wang, Jindong, et al. "On the robustness of chatgpt: An adversarial and out-of-distribution 
perspective." arXiv preprint arXiv:2302.12095 (2023).

Wang, Tony Tong, et al. "Adversarial Policies Beat Professional-Level 
Go AIs." arXiv preprint arXiv:2211.00241 (2022).
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https://drive.google.com/file/d/1SQEoKcH53H36mRhjY7H-Vrlgva949iZb/view?usp=sharing

https://drive.google.com/file/d/1SQEoKcH53H36mRhjY7H-Vrlgva949iZb/view?usp=sharing
https://docs.google.com/file/d/1SQEoKcH53H36mRhjY7H-Vrlgva949iZb/preview
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How do we evaluate AI?
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An object detector trained on clean images may fail when encounter (rare) noisy images
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Foundation models have biases

San Diego Traffic Somewhere in the world …

http://www.youtube.com/watch?v=XoJ2h1m9l4o&t=5
http://www.youtube.com/watch?v=rhmLQwj4mvk
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Tail events can’t all be anticipated during training

The long tail problem

https://www.youtube.com/watch?v=Q0nGo2-y0xY&list=PLrAXtmErZgOeY0lkVCIVafdGFOTi45amq&index=2
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● If the failure rate is μ, we need 1/μ samples 
to observe the first (random) failure

● Monte Carlo sampling estimates

have huge relative variance Var(μest)/μ

● Smaller μ requires larger sample size
(i.e. curse of rarity)

Curse of rarity

35

Motion blur

Random shadow

Gaussian noise

ADS driving mileage by Waymo

Source: Waymo

https://waymo.com/safety/
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Rare failure eval. needs ODDs coverage

ODD specifies the conditions for which the system is designed to function properly.
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Higher precision
More reliable

37

5 year 16-parallel simulations

Simulation requirements

Arief, Mansur Maturidi. Certifiable Evaluation for Safe Intelligent Autonomy. Diss. Carnegie Mellon University, 2023.
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Need > a month) 
to compare 99.99% 

accurate vision models

Airplane-level safety is a tough goal

383838Arief, Mansur Maturidi. Certifiable Evaluation for Safe Intelligent Autonomy. Diss. Carnegie Mellon University, 2023.

Even longer to validate a 
10-5 failure rate AV model
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Corso, Anthony, et al. "Adaptive stress testing with reward augmentation for autonomous vehicle validation." 2019 IEEE Intelligent Transportation 
Systems Conference (ITSC). IEEE, 2019.

https://docs.google.com/file/d/1_6ElkEp-2FudQI4VvoXBHpUkQC6OoVNV/preview
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● Can we use the failure modes to generate samples and improve the agent?

Arief, Mansur, et al. "Importance Sampling-Guided Meta-Training for Intelligent Agents in Highly Interactive Environments." IEEE Robotics and Automation Letters (2024).
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● During deployment, flag if tail events occur and use fallback strategies

Sinha, R., Elhafsi, A., Agia, C., Foutter, M., Schmerling, E., & Pavone, M. (2024). Real-time anomaly detection and reactive planning with large language models. arXiv preprint arXiv:2407.08735.
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ODD (Scenarios) in Safety Standards

ODD specifies the conditions for which the system is designed to function properly.



Summary
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● AI safety risks: ML brittleness, adversarial examples

● AI safety V&V needs >> sample size, AND also diverse ODD

● Global standards are updating (ISO26262, UL4600, SAEJ3018, …)

● ISE V&V potentials: optimization + statistics + systems thinking

                                 (new framing for ISE tools + scalability)

Stanford Center for AI Safety



Questions?
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● Come to Week 10 ISE Department Seminar (for hands-on materials)

● Let’s chat! (22-219 - Office Hours Mondays-Tuesday 9am-noon)

● Send me an email: mansur.arief@kfupm.edu.sa

● Book an appointment 

mailto:mansur.arief@kfupm.edu.sa
https://mansurarief.github.io/calendar

